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Abstract 

In antenna sequence spatial modulation (ASSM), the spatial and symbol domains 
are both used to encode information. The sequencing of the antennas’ transmissions 
within given time slots and the symbol carried in those time slots represent informa‑
tion in the spatial and symbol domains, respectively. The receiver’s task is to decode 
this sequence of transmission and to detect the symbol carried in the time slots, 
equal to the number of antennas. For better energy efficiency and greater security, 
we propose a generalized ASSM, GASSM. In the GASSM, while the information is con‑
tained in both the sequence and the symbols transmitted, different symbols can be 
transmitted within the time slots forming the frame. This expands the code domain 
since the symbol and the spatial information represent a longer code in the mapper 
table. As a special case, we present the case of three transmit antennas, transmitting 
within three time slots. A combination of the antennas’ sequence and the symbol car‑
ried in the time slots is used as a code for a bit sequence. Results obtained from simula‑
tion and analysis of the bit error rate performance and secrecy capacity are contrasted 
and presented. Comparing the GASSM to the standard spatial modulation (SM) 
and the ASSM, we deduce that the GASSM has a higher secrecy capacity and higher 
energy efficiency per bit and unlike conventional SM allows utilization of odd number 
of antennas.

Keywords: ASSM, SM, Security capacity, Physical layer security

Introduction
The main drivers of research into future wireless technologies are the requirement for 
high data rates, high reliability, security, energy efficiency and ease of implementation of 
the technologies in the wireless networks [1]. In any implementation, there is always 
need for a trade-off amongst these metrics. To improve the data rate and spectral effi-
ciency, space modulation techniques are the leading candidates [1]. The simplest form of 
space modulation is the space shift keying (SSK), which employs a multiple-input–mul-
tiple-output (MIMO) approach but only activate one transmit antenna at a time and 
implicitly transmit information based on the antenna index that is active at that time [2]. 
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The spectral efficiency of SSK, given by 
{
log2{Nt}

}
 , is quite low in spite of its simplicity. 

An improvement over the SSK is the generalised SSK (GSSK), in which multiple anten-

nas can transmit simultaneously and the spectral efficiency is increased to 
{⌊(

Nt

Nu

)⌋}
 

with Nt being the total number of transmit antennas and Nu the number of antennas 
chosen to transmit at any given time [3].

With the use of spatial modulation (SM), which carries information in both the spatial 
and signal domains while only utilizing one antenna at a time to broadcast data, the 
spectral efficiency of transmission is further increased [4]. The spectral efficiency of the 
SM is given by 

{
log2M + log2Nt

}
, where M is the modulation order. In generalised SM 

(GSM), a signal may be sent simultaneously by more than one antenna. This results in a 

spectral efficiency of 
{
log2M +

⌊(
Nt

Nu

)⌋}
 , which is an improvement over that of con-

ventional SM [5]. For multiple active SM (Ma-SM), the spectral efficiency is further 

improved to 
{
Nu log2M +

⌊(
Nt

Nu

)⌋}
 [6, 7].

Quadrature spatial modulation (QSM) extends the transmitted symbol into the in-
phase and quadrature domains, which improves spectral efficiency [7]. With this modu-
lation scheme, the index bits are double the length of that in the conventional SM, and 
the resulting spectral efficiency is determined from 

{
log2M + log2(Nt)

2
}
 . To further 

improve on the spectral efficiency, a generalised QSM scheme was proposed, where 
more than one transmit antenna is activated in the in-phase and quadrature domains [8]. 
Other techniques such as code index modulation, where data are transmitted via direct 
sequence spectrum, have been proposed. In [9], the spreading code index serves as an 
information carrier. This raises the system’s total efficiency to 

{
log2M + 2 log2Nt

}
 . This 

is equal to that of the QSM but higher than that of the conventional SM. However, the 
overall receiver hardware complexity is reduced as compared to that of conventional SM 
or the QSM. With this, the index bits are double the length of that in the conventional 
SM, and the resulting spectral efficiency is determined from 

{
log2M + log2(Nt)

2
}
.

The potential of representing the information in more than two domains has also been 
investigated by researchers as a way of further increasing the spectral efficiency. In [10], 
a third domain, the waveform domain, in addition to the spatial and signal domains, has 
been proposed to convey the information. In this scheme, orthogonal waveforms are 
used and the role of the receiver is not only to decode the symbol, which was transmitted 
by an antenna, but also the waveform used to carry the information. The total number of 
mapped bits per channel use is obtained from 

{
log2M + log2Mc + log2Nt

}
 where Mc 

is the number of orthogonal waveforms used. In [11], the authors explore adaptive gen-
eralized spatial modulation (AGSM), where it is demonstrated that, for the same level of 
spectral efficiency, AGSM requires fewer antennas than GSM. An innovative implemen-
tation of adaptive SM, the layered baud space modulation, (LSM), is proposed in [12]. 
Unlike the conventional SM where only a single antenna transmits in a baud space, in 
LSM, asynchronous layered transmission by multiple antennas, Ma , is allowed within a 
time slot. This gives a spectral efficiency of {Ma + log2(M

Na)} where Ma is the number 
of active antennas and M is the modulation order.

A trade-off of spectral efficiency and secrecy capacity has been explored in [13]. An 
innovative system is suggested by the authors of this study of achieving a higher secrecy 
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capacity albeit at a reduced spectral efficiency and is given by 13
{
log2M + log2Nt

}
 . In 

this proposed method, the ASSM, information is carried in both the signal domain and 
the spatial domain. Spatially, the information is implicitly carried in the sequence in 
which the antennas transmit the information. Multiple antennas transmit the same sym-
bol in succession, and the order in which they transmit the symbol and the symbol itself 
carries the information.

The ASSM is based on the novel communication methods patented in [14]. In this pat-
ent, innovative communication techniques are proposed where information is contained 
in the spatial and symbol domains. Specifically, in the spatial domain, the order in which 
the transmitting elements use the available time slots conveys the information. The con-
stellation symbols embedded in the antennas/elements that have transmitted in that 
sequence are decoded for full recovery of the information. The proposed methods in this 
patent have physical security in built in them. There are several research directions that 
have been explored based on this patent, and the patent in [15] to enhance various met-
rics of data transmission [16–20].

In [15], the authors propose a transmission technique in which the code set to be com-
municated is entirely encoded by a combination of antennas that transmit at a specific 
time instant. The signals received from the antennas therefore represent a coded infor-
mation whose mapping table is available to both the transmitter and the receiver. To 
intercept the information, the intruder needs to know the rules of the mapping.

The authors of [16] discuss an architecture in which the information is implicitly car-
ried in the spatial domain by the sequence in which the antennas transmit. Based on 
the patent of [14] a novel transmission scheme, the spatial MIMO rank modulation 
(SMRM), has been proposed [17]. In this scheme, the transmitting antennas are divided 
into ranks, which are subsets of varied sizes. Each rank is associated with a certain group 
of bits. For a group of bits being transmitted, the transmitter represents a group of such 
bits with a certain number of radio paths by choice of the number of active antennas 
that needs to transmit. At the receiver, the number of active radio paths is determined to 
decode the information which was transmitted. A part from conveying the information, 
the method also serves the dual purpose of offering a physical layer security because for 
the information to be recovered, the receiver needs complete rank decoding knowledge. 
The use of different ranks of carrier frequencies is discussed in [18]. It is also possible to 
transmit via spatial domain only by use of Gaussian channels as discussed in [19].

Shannon defined the perfect secrecy criterion [21] and suggested the information 
theoretic metric for secrecy systems, which prevents an observer from extracting any 
information from the transmit signal. It was Shannon who conducted the first formal 
research on physical layer security. According to Wyner’s wiretap channel model, the 
secrecy capacity is the maximum transmission rate feasible when eavesdroppers channel 
observation is noisier than the genuine user channel [22, 23]. Csiszar et al [24] expanded 
Wyner’s result to a nonzero secrecy capacity as illustrated in Fig. 2. The model contains 
a passive listener named Eve, a legitimate receiver named Bob, and a transmitter named 
Alice. Bob and Eve receive Alice’s communications through separate channels. Although 
the essential basis for the early study on the physical layer was channel defects and jam-
ming, a more modern channel independent protocol based on coding, called iJAM, has 
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been proposed [25, 26]. Techniques such as spread-spectrum (SS) watermarking have 
also been used to create physical layer security [27, 28]. A novel technique for deriv-
ing the secrecy capacity from the bit error rate has been discussed and derived by the 
authors in [19].

In the proposed GASSM, we show that the secrecy capacity of the ASSM and the 
spectral efficiency have been enhanced. We also show that the bit error rate has been 
improved, compared to that of the conventional SM. We employ mutual information 
and sample variance techniques introduced in [7, 29] for the investigation of the BER 
and the secrecy capacity performance.

Motivations and contributions

1. The GASSM, a novel transmit antenna sequence-based communication strategy that 
improves on the ASSM, is presented as a new communication paradigm;

2. Analytical methods and simulation framework are developed for the analysis of the 
BER of the system;

3. From the analytical BER expressions, a novel method of obtaining the secrecy capac-
ity of the proposed communication method is presented;

4. The simulated results of the proposed system are compared with those of the con-
ventional spatial modulation and the ASSM schemes.

Organisation and notation

The rest of the paper is arranged as follows: “Proposed system model of the GASSM” 
section discusses the proposed GASSM system model. This includes the signal trans-
mission and detection, the detection complexity, mapping table for various implementa-
tions of the model and a discussion of the correlated channel model. “Error performance 
Analysis” section covers the error performance analysis. We give an overview of the 
sample variance (SV) and mutual information (MI) criterion adopted for bit error analy-
sis in this paper. “Secrecy rate analysis” section discusses the secrecy rate and the deriva-
tion of secrecy capacity from bit error rate. Discussion of the results and the conclusion 
are presented in Sects. Results and Analsis and Conclusion” sections, respectively.

Column vectors and matrices, respectively, are denoted by lower- and upper-case 
boldface characters. C stands for the complex number field, whereas (.)T and (.)H stand 
for the transpose and Hermitian transpose operations, respectively. An identity matrix 
of size M ×M is represented as IM . The Frobenius norm and binomial operations are 
indicated by ‖.‖ and C(., .) , respectively. R{.} and I{.} represent the real and imaginary 
parts of a variable, respectively. The Gaussian Q-function is represented by Q(.).

Proposed system model of the GASSM
The proposed system model for the GASSM is shown in Fig. 1. The bit splitter splits 
the incoming block of bits into two parts: the first part determines the antenna 
sequence of transmission within the three time slots, and the second part selects the 
bits to be transmitted in each of the antennas with each antenna conveying one bit 
per time slot. As an example, consider the expanded 7 bit-GASSM encoder in Table 1. 
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Fig. 1 Proposed GASSM system

Table 1 GASSM mapping Table: 7 bit BPSK transmission, symbol x 

GASSM/index Tx antenna

TS1 TS2 TS3

1 a1x1 a1x1 a1x1

2 a1x1 a1x1 a1x2

3 a1x1 a1x2 a1x1

4 a1x1 a1x2 a1x2

5 a1x2 a1x1 a1x1

6 a1x2 a1x1 a1x2

7 a1x2 a1x2 a1x1

8 a1x2 a1x2 a1x2
.
.
.

.

.

.

.

.

.

.

.

.

121 a3x1 a2x1 a2x1

122 a3x1 a2x1 a2x2

123 a3x1 a2x2 a2x1

124 a3x1 a2x2 a2x2

125 a3x2 a2x1 a2x1

126 a3x2 a2x1 a2x2

127 a3x2 a2x2 a2x1

128 a3x2 a2x2 a2x2

Table 2 GASSM mapping Table: 7 bit BPSK transmission, symbol x 

GASSM/index TS1 TS2 TS3

Ant symbol Ant symbol Ant symbol

1 1 1 1 1 1 1

2 1 1 1 1 1 −1

3 1 1 1 −1 1 1

4 1 1 1 −1 1 −1

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

127 3 −1 2 −1 2 1

128 3 −1 2 −1 2 −1
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The table shows which antenna transmits which symbol in which time slot. For exam-
ple, index 1 is represented by antenna a1 transmitting the symbol x1 in all the three 
time slots. Table  2 shows the expanded version of Table  1 where the actual BPSK 
symbols transmitted are shown. GASSM index 1 is represented with the bit pattern 
0000001.

The bit pattern would be split so that the four bit binary pattern 1000 is sent to the 
antenna sequence selector, which uses it to decode the antenna sequence, which, accord-
ing to the table, turns out to be 111. This implies that in the next three time slots, only 
antenna 1 will be used to transmit the data at intervals of a time slot. That means antenna 
1 transmits in time slots 1, 2 and 3. The remaining three bits 000 are simultaneously fed 
to the bit sequence selector and choose one of the possible permutations of the 3 bit pat-
tern of the BPSK symbol. In this instance, the 000 is associated with the sequence 111.

The hybrid mapper simultaneously uses the information from the antenna sequence 
selector and the bit sequence selector to map the bits to the appropriate antennas. 
The signal is picked up at the receiver via a number of antennas. The transmitted bit 
pattern can be recovered by passing the received signal through the detector and, 
eventually, to a corresponding demapper.

Table 3 shows the GASSM mapping for 6-bit 4-QAM transmission. For example, in 
row 1, antenna 1 ( a1 ) transmits a QAM symbol ( x1 ) in all the three time slots. Table 4 
is an expansion of Table 3 showing the actual symbols carried by the antennas. Simi-
larly, Table 5 shows the GASSM mapping for the 5-bit BPSK mapping and its expan-
sion in Table 6.

At the detection stage, the GASSM system can be considered to be operating as 
multiactive SM (MA-SM) system. The detector operates per time slot, by detect-
ing the antenna that transmitted in a given time slot and the symbol carried by that 

Table 3 GASSM mapping Table: 6 bit 4‑QAM Transmission, symbol x 

GASSM/index Tx antenna

TS1 TS2 TS3

1 a1x1 a1x1 a1x1

2 a1x2 a1x2 a1x2

3 a1x3 a1x3 a1x3

4 a1x4 a1x4 a1x4

5 a1x1 a1x1 a2x1

6 a1x2 a1x2 a2x2

7 a1x3 a1x3 a2x3

8 a1x4 a1x4 a2x4
.
.
.

.

.

.

.

.

.

.

.

.

57 a3x1 a3x1 a2x1

58 a3x2 a3x2 a2x2

59 a3x3 a3x3 a2x3

60 a3x4 a3x4 a2x4

61 a3x1 a2x1 a2x1

62 a3x2 a2x2 a2x2

63 a3x3 a2x3 a2x3

64 a3x4 a2x4 a2x4
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antenna. After three consecutive time slots. The received patterns are decoded to 
obtain the bit pattern that was transmitted.

Signal model

The signal vector at the receiver can be expressed in the form of:

(1)yk = Hxk + nk

Table 4 Expanded GASSM mapping Table: 6 bit 4‑QAM Transmission, symbol x 

GASSM/index TS1 TS2 TS3

Ant Symbol Ant Symbol Ant Symbol

1 1 (+1+ j) 1 (+1+ j) 1 (+1+ j)

2 1 (−1+ j) 1 (−1+ j) 1 (−1+ j)

3 1 (−1− j) 1 (−1− j) 1 (−1− j)

4 1 (+1− j) 1 (+1− j) 1 (+1− j)
.
.
.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

63 3 (−1− j) 2 (−1− j) 2 (−1− j)

64 3 (+1− j) 2 (+1− j) 2 (+1− j)

Table 5 GASSM mapping Table: 5 bit BPSK transmission, symbol x 

GASSM / Tx Antenna

Index TS1 TS2 TS3

1 a1x1 a1x1 a1x1

2 a1x2 a1x2 a1x2

3 a1x1 a1x1 a2x1

4 a1x2 a1x2 a2x2
.
.
.

.

.

.

.

.

.

.

.

.

28 a3x1 a3x1 a2x1

29 a3x2 a3x2 a2x2

31 a3x1 a2x1 a2x1

32 a3x2 a2x2 a2x2

Table 6 Expanded GASSM mapping Table: 5 bit BPSK transmission, symbol x 

GASSM/index TS1 TS2 TS3

Ant symbol Ant symbol Ant symbol

1 1 1 1 1 1 −1

2 1 −1 1 −1 1 −1

3 1 1 1 1 2 1

4 1 −1 1 −1 2 −1

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

31 3 1 2 1 2 1

32 3 −1 2 −1 2 −1



Page 8 of 21Obadha et al. Journal of Electrical Systems and Inf Technol            (2024) 11:9 

where k denotes the time slot and k ∈ [1 : Nt ] and y and n , respectively, are vectors of 
received signal and additive noise each element being an i.i.d complex Gaussian random 
variable (RV) with the distribution CN (0, σ 2

N ) . The matrix H represents a frequency flat 
Rayleigh fading channel’s transfer function, which is completely known at the receiver. 
xk is the transmitted vector of the kth time slot. For each value of k, the received signal is 
independently decoded and demapped using the look-up table.

Spatial correlation

The separation distance between the antennas significantly affects the channel corre-
lation. We apply the Kronecker correlation model [30] given by:

with �r and �t , respectively, representing the spatial covariance at the receiver and 
transmitter. Hf  is a Nr × Nt complex Gaussian coefficients.

Since we only consider arbitrary correlation at the transmit antenna, �r is taken to 
be an identity matrix, and Eq. (2) reduces to:

The normalised correlation matrix � is given by:

Therefore, we model the correlated channels through the well-known formula, 
where the correlation coefficients are derived from ρ = J0

[
2π

(
d
�

)]
 where d is the 

spacing between the antennas and � is the wavelength of the carrier [31, 32]. As an 
illustration, consider the case of three evenly spaced receive antennas with an antenna 
separation of d = 0.1� . The normalized positive-definite correlation matrix, consist-
ing of various correlation coefficients, ρ , is then determined to be:

The investigations examine different antenna spacings.

(2)Ĥ = �
1
2
r Hf�

1
2
t

(3)Hf =





h11 · · · h1N t

h21 · · · h2N t

.

.

.
. . .

.

.

.

hNr1 · · · hNrNt





(4)Ĥ = Hf�
1
2

(5)� =





1 ρ12 · · · ρ1Nr

ρ21 1 · · · ρ2Nr

...
...

. . .
...

ρNr1 ρNr2 · · · 1





(6)� =




1 0.9037 0.6425

0.9037 1 0.9037
0.6425 0.9037 1
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Signal detection in joint space

The ML MA-SM detector [6] is used at the receiver to both detect the modulation 
symbol vector x

k̂
 and the transmit index υ̂ , where υ̂, k ∈ (1 : Nt) . These are jointly 

detected at the receiver using the ML MA-SM detector, and this can be written as:

where the expression of the conditional pdf of y given Ĥ and xυk is:

Receiver complexity

For simplicity, assume each frame contains only one code-word. Then for the conven-
tional SM, in each frame, the detector computes Ĥxυk where xυk is a single column vec-
tor with nonzero entries corresponding to antenna υ and time slot k. Evaluating this gives 
a total of Nr real-valued multiplications. Additionally, 2Nr real-valued multiplications 
are necessary to compute the Frobenius norm. A total of MNt different combinations for 
SM will be searched by an ML detector, and therefore, each SM’s overall computational 
complexity is CSM = 6NrNtM (multiplication of real values). For the GASSM, this is the 
complexity in each of the time slots and for three antenna transmission, the complexity 
per frame becomes CGASSM = 18NrNtM.

However, to achieve a given spectral efficiency, it is observed that the conventional 
SM computational complexity increases very rapidly compared to the GASSM. Table 1 
shows the different modulation techniques, complexity expression of the receiver and 
the number of computations the receiver needs to detect a symbol are shown in Table 7. 
For the 5-bit and 7-bit GASSM, since the modulation technique uses BPSK, the number 
of multiplications is far much lower than that of the conventional SM. Since 6-GASSM 
utilizes 4-QAM transmission, the number of complex multiplications is relatively higher, 
as compared to BPSK transmissions. The values used for the computation of the com-
plexities are, Nr = 4 , Nt = 2 and M = 4 for conventional SM, Nr = Nt = 3 for the 
GASSM with GASSM-5 and GASSM-7 using BPSK and GASSM-6 using 4-QAM.

(7)
[
υ̂, x

k̂

]
= arg max

(υ,k)

P
{
y|Ĥ, xυk

}

(8)= arg min
(υ,k)

{
�y − Ĥxυk�2F

}

(9)P
(
y|Ĥ, xυk

)
= 1

σNrσ 2Nr
exp

(
−�y − Ĥxυk�2F

σN

)

Table 7 Comparison of the complexity analysis for 3 time slots

Modulation Complexity expression Product

Conventional SM‑3 bpcu 6NrNtM 192

GASSM‑5 bpcu 18NrNtM 324

GASSM‑6 bpcu 18NrNtM 648

GASSM‑7 bpcu 18NrNtM 324
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Error performance analysis
The error performance equations are derived based on the sample variance (SV) and 
mutual information (MI) criteria as derived in [29]. It is shown that the additional level 
of detection of the spatial information degrades the bit-error rate performance. We use 
the derived equation to obtain the bit error rate of the GASSM system as:

where be is the MA-SM system’s bit error bit density.

SIMO SEP of the modulation domain from the Q‑approximation

The symbol error rate (SER) expression can be obtained by estimating the symbol error 
rate for the SIMO system for the M-ary QAM [6] and approximating the outcome using 
the trapezoidal rule of the Q-approximation

where NR denotes the number of receive antennas, ρ is the average SNR, 
a = 1− 1

M , b = 1
M−1 ,βi = 2 sin2 θi, θi = iπ

4c and c = 10 is the number of repetitions 
required for the expression to converge.

Sample variance criterion

As evaluated in [29], the process of determining the number of error components 
through sample variance can be outlined as follows:

Algorithm: Searching for joint space eigenvalue: 

1. Obtain the matrix of the error distances in the detectors joined signal space;
2. Determine the covariance matrix from the matrix in step 1;
3. Correct the sample variance in the estimate of the population variance;
4. Obtain the largest eigenvalue for the joint space;
5. The eigenvalue in step 4 is used to represent the error data in the detector;

6. Add the covariance samples Ic = 
(
Na

2

)
 where Na represents the multiple transmit 

chains.

Through this procedure, the authors have shown that the density of error through the 
SV criterion is obtained from

(10)PGASSM = PSIMO

be

(11)

PSIMO = a

c

[
1

2

(
2

bρ + 2

)NR

− a

2

(
1

bρ + 1

)NR
]

+ a

c

[

(1− b)

c−1∑

i=1

(
βi

bρ + βi

)NR

+
2c−1∑

i=1

(
βi

bρ + βi

)NR
]

(12)be,SV =
(

Ic√
Nt/M − 1

)
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where be,SV is the density of bits in error due to average noise from a space of Nt transmit 
antennas, M is the modulation order and Ic is the covariance samples.

Mutual information (MI) criterion

In a similar manner, from [29], the expression for determining the BER through the 
mutual information can be outlined as follows:

Algorithm: Obtaining the density of bits in error through MI: 

1. Using Fano’s inequality derive the mutual information for two random variables X 
and X̂ of the same alphabet α;

2. Use the information in step 1 to obtain the mutual information lost between the spa-
tial and the symbol variables;

3. Obtain the density of error using the MI criterion;
4. Add the covariance samples Ic.

For the MI criterion and MQAM modulation, it is shown that

The criterion for the selection of the optimal theoretic model that gives the smallest 
amount of error is chosen based on [29] and given by:

Therefore, the formulas in (10) can be utilized to derive the average bit error probability 
for the GASSM by substituting them in Eq. (10).

Secrecy rate analysis
For secrecy rate analysis, we employ the MIMO eavesdropper wiretap model shown in 
Fig. 2. Alice’s antenna conveys patterns of sequence as transmitted signal to the intended 
recipient Bob. However, another illegitimate user Eve is present with a means of intercept-
ing the information on the intended channel. By applying Eq. (1) to the wiretap model,

(13)be,MI =
∣∣∣∣log2

(
IcNt

M − 1

)∣∣∣∣

(14)be = min
(
be,SV, be,MI

)

Fig. 2 GASSM Wiretap model
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where y and z are the legitimate and eavesdropper’s received signal vectors, respectively, 
with HB and HE being the corresponding channel matrices for Bob and Eve, respectively. 
n1 and n2 are the noise vectors for each of the channel matrices and the input signal vec-
tor is represented by x.

Genuine receivers and eavesdroppers are assumed to be both familiar with their 
own channels. The secrecy rate measures how the information shared by an actual 
user, Bob, and an observer, Eve, differs. At different average SNR values, the expres-
sion of the secrecy capacity can be obtained. For a typical SIMO model, the feasible 
secrecy rate Rsimo is expressed as:

For a Nr × Nt channel, H ∼ CN (0, 1) , the mutual information in Eq. (16) can be calcu-
lated using the formula:

where H is the entropy function and the complex Gaussian distribution of the Nr-dimen-
sional received signal has a conditional probability density function that is given by:

where PY|XH
(
y|xm,H

)
 is the PDF of Y given X and H.

Alternatively, Eq. (16) in terms of the entropy He(y|xm,H) where m ∈ M can be 
written as:

Secrecy rate from BER

By using Fano’s inequality

(15)
y = HBx + n1

z = HEx + n2

(16)Rsimo = max
{
0, I

(
x; y|Hb

)
− I(x; z|He)

}

(17)I(x; y|He) = EH

(∫

y
PXY|H

(
x, y|H

)
× log

PXY|H
(
x, y|H

)

PX|HPY|H(y|H)

)
dy

(18)PY|XH
(
y|xm,H

)
= 1

πNrσ
2Nr
n

exp

(
−
∥∥y−Hxm

∥∥2
F

σ 2
n

)

(19)
I(x; y|He) = He(y|xm,H)− Eθ [He(y|αm,H)]

= β + Eθ [He(y|αm,H)]

(20)He(y|xm,H) =
∑

xm∈M
P(y|αm,H) log2 P(y|αm)

Table 8 Simulation parameters for Fig. 3

Parameter Conventional SM GASSM

No. of transmit antennas, Nt 4 4 4 3 3 3

Modulation order, M 4 64 8 2 2 4

Spectral efficiency, bpcu 4 8 5 7 5 6
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where Pe = PGASSM . By substituting Eq. (11) into (10) and (10) into (20), the expression 
for the achievable secrecy rate in (16) is determined.

Results and analysis
BER analysis

Table 8 shows the simulation parameters used to obtain Fig. 3. The parameters includes val-
ues of the transmit antenna Nt , the modulation order M, in rows one and two, respectively, 
and the resultant spectral efficiencies in row three for the conventional SM and the GASSM 
for each of the parameters. It is observed that for a given SNR, the BER performance of the 
GASSM is better than that of the conventional SM, albeit at a lower spectral efficiency, a 
feature which is desirable in applications where reliability is prioritized.

In the case of GASSM, bipolar phase shift keying (BPSK) used with three antennas 
achieves spectral efficiency of 7 bpcu, without having to use higher-order modulation 
schemes. The same observation is made for the case of a spectral efficiency of 5 and 6 bpcu 
for the conventional SM and the GASSM, respectively. A simpler arrangement of modula-
tion order of 4, in this case, 4-QAM and 3 transmitting antennas gives the spectral effi-
ciency which is almost equal to that of conventional SM with 4 antennas and the same 
modulation order.

For the GASSM, since each time slot contains a unique information, the spectral effi-
ciency is not affected by the use of the 3 time slots.

The performance of the GASSM in Rayleigh-correlated channels with various receive 
antenna numbers is presented and discussed in Fig.  4. The case of Nr = 3, 4 and 5 are 

(21)
HE(X|X̂) ≤ H(e)+ P(e) log2(|χ | − 1)

He(X|X̂) ≤ H(e)+ P(e)− [1− P(e)] log2[1− P(e)]

SNR (dB)
0 2 4 6 8 10 12 14 16 18 20

B
E

R

10-6

10-5

10-4

10-3

10-2

10-1

100

Conventional SM, 8 bpcu
Conventional SM, 5 bpcu
Conventional SM, 4 bpcu
GASSM 4 bpcu
GASSM 5 bpcu
GASSM 6 bpcu

Fig. 3 Performance of GASSM and conventional SM under different spectral efficiencies
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considered. By using antenna separation distance of d = 0.2� , and Eq. (5), a correlation 
matrix � is obtained to be:

SNR (dB)

B
E

R

10-6

10-5

10-4

10-3

10-2

10-1

100

Bpsk Nr=3
Bpsk correlated Nr =3
Bpsk Nr=4
Bpsk correlated Nr=4
Bpsk Nr=5
Bpsk correlated Nr=5

0 2 4 6 8 10 12

Fig. 4 Performance of 5 bit‑GASSM under correlated channel with distance of separation of 0.2� for 
NR = 3, 4, and 5

SNR (dB)
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B
E

R
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10-1

100

d=0.1 lambda
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Fig. 5 Performance of 5 bit‑GASSM under Rayleigh‑correlated channel with d = 0.1�, 0.2�, 0.5� and NR = 3.
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The correlated channel with BPSK modulation and the given number of receive 
antennas,Nr , and the uncorrelated values denoted by BPSK Nr and BPSK-correlated 
Nr , respectively, are compared in the graph. It is observed that the performance 
improves with the increase in the number of receive antennas. For each case, cor-
relation degrades the performance of the channel, all factors remaining constant. For 
both the correlated and the uncorrelated cases Nr = 3, 4, 5. are considered.

In Fig.  5, the number of receive antennas is kept at Nr = 3 with d = 0.1�, 0.2� and 
0.5� . The correlation coefficient matrix is determined for each case. The graph shows 
that performance degrades more rapidly the closer the antenna spacing is. This degrada-
tion is attributed to the significant cross correlation between adjacent signals with the 
decrease in the distant of separation.

The theory and simulation results of the 6 bit GASSM are presented in Fig. 6. The SV 
and MI criteria of evaluating the theoretical performance are discussed in “Sample vari-
ance criterion” and “Mutual information (MI) criterion” sections as a new methodology 
for evaluating the BER. The graphs shows a tight matching between the theoretical and 
the simulated results. The case of transmitting antenna of Nt = 3 by Nr = 4, 5 and 6 is 
presented.

It is evident that the performance improves with the number of receive antennas, and 
there is an exact match between the theory and simulation for the case of SV and not MI. 
The mismatch between the MI criterion and the QAM performance has been observed, 
and we propose that only the SV theoretical approach be applied for the QAM case. This 
applies as well to the performance of the 7-bit GASSM presented in Fig. 7

(22)� =




1 0.6425 −0.550
0.6425 1 0.6425
−0.550 0.6425 1
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Fig. 6 BER performance of 6‑bit GASSM ‑ 3− by − Nr 4 QAM
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Secrecy rate analysis

The lower the SNR between the eavesdropper (Eve) and the transmitter, the more secure 
the system is. This is because the channel is more noisy and the eavesdropper cannot 
intercept much information. This is shown in Fig. 9 by comparing the case of the SNR of 
8 dB and 14 dB. The findings demonstrate that the secrecy capacity associated with an 
SNR of 8 dB is greater than the secrecy capacity associated with an SNR of 14 dB. For the 

SNR
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Fig. 7 BER performance of 7‑bit GASSM 3− by − Nr BPSK
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SNR of 8 dB, it is observed that the secrecy capacity is highest in GASSM, followed by 
ASSM and finally SM. The same order is observed for the case of the SNR of 14 dB.
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Fig. 9 Secrecy capacity: 7‑bit GASSK and 6‑bit 4‑QAM
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Fig. 10 Comparison of Data Rates: SM and GASSM
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Figure 9 shows the secrecy capacity of 7-bit GASSM and the 6-bit GASSM under an 
SNR of 8 dB. The 7-bit GASSM uses the more robust but predictable BPSK modulation. 
As expected to decipher, a 7-bit pattern is more complex than to decipher a 6-bit pat-
tern. Consequently, the secrecy capacity of the 7 bit GASSM is higher than that of the 
6-bit GASSM with 4QAM modulation.

Figures   8 and   9 demonstrate how the secrecy capacity varies depending on the 
modulation type and the SNR of the channel between the eavesdropper and the 
information source. On comparison of the graphs, it is shown that for a given SNR, 
GASSM has a higher secrecy capacity than the ASSM and the SM. However, within 
the GASSM, the longer the length of the code, the higher the secrecy capacity.

Data rate analysis

Table 9 shows modulation type, the corresponding bits per symbol and the symbol rate. 
For the SM-4 QAM, 1 symbol represents 4 bits, giving a symbol rate of 14 . For the 7-bit 
GASSM, three symbols ( transmitted over three consecutive time slots) represent 7 bits, 
giving a symbol rate of 37 . From the table, it is observed that the symbol rate increases, 
the highest being for the 7 bit GASSM BPSK as further illustrated in Fig. 10.

Table 9 Comparison of symbol rate

Modulation Bits per symbol Symbol rate

SM 4‑QAM 4 1

4

6 GASSM 4‑QAM 6 2

6

7 GASSM BPSK 7 3

7

Energy Per Bit,dB
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Fig. 11 Comparisons of energy per unit bit
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Bit‑energy efficiency analysis

Figure  11 shows the performance of the GASSM and SM systems by considering the 
energy expended per bit. From the figure, it is inferred that a given BER is obtained by 
a low energy per unit bit with the GASSM schemes than with the SM scheme. Energy 
efficiency is important in industrial applications and in future generation networks. In 
devices such as field programmable gate array (FPGA) and application-specific inte-
grated circuit (ASIC), the increased miniaturization of the transistors results in high 
component density, leading to increased power consumption and added cost in man-
ufacturing as special materials have to be used in modified packaging and sometimes 
cooling mechanisms. A bit-energy-efficient scheme will lead to reduced manufacturing 
cost of these devices as the expected power to be handled is reduced. Energy-efficient 
bit transmission forms part of the high power amplifier (HPA) optimization strategy, 
especially in the linear region of operation. For mobile devices, energy efficiency leads to 
increased battery life, which is a key requirement in today’s emerging networks.

Comparison of important parameters

Table 10 shows a summary of selected parameters of GASSM against the SM. At a BER 
of 10−3 , the energy per bit for GASSM and SM is 1.4 and 4, respectively. Similarly, at an 
SNR of 8dB between Eve and Alice, the GASSM is 10 times as secure as the SM. At a 
performance of 4 bpcu, the BER of the GASSM is better than that of the SM. However, 
the receiver of the GASSM is more complex than that of the SM.

Conclusion
The reliability, data rate and secrecy capacity of the ASSM and conventional SM are 
improved by the proposed GASSM communication model. In scenarios where both 
spectral efficiency and high security capacity are required, comparisons of data rates and 
secrecy capacity demonstrate that GASSM is a suitable candidate for next-generation 
networks. Further, GASSM offers a higher efficiency per bit transmission, a key require-
ment in future generation networks.
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